YTBEepKACHO
ITpuxaszom ot 10.07.2018r. Ne 202m/a

Ipunoxenne Nel
MNOJIMTHKA
MHHHCTEPCTBA KOHKYPEHTHOH MOJTHTHKH Kaayckoii 00J1acTH B OTHOIIEHHH 00pabdoTku
nepcoHaIbHBIX JaHHBIX

L TepMHHBI H OTPEACICHHA

Tepconansusie gannbie (I1JH) - mobast MHbOpMalKs, OTHOCAAACS K MPAMO HJIH KOCBEHHO
onpeIe/IEHHOMY HIIH ONpPeEseMOMY dusuyeckoMy THLy (CyOBEKTY [118).

Onepatop - roCyIapCTBEHHBIH OpraH, MYHHIHTQTBHBI OpraH, IOPHIHYECKOe HIH dusnHgeckoe
/A0, CAMOCTOSTENBHO HIH COBMECTHO C JIPYHMH JHUAMH OPraHA3yIOLHe | (MH) OCYIIECTBIISIOIHE
obpaGoTky I1]1H, a TaKke ONpe/e/OMHe UEIH oGpatotku I1/1H, coctas [1JIH, mojiexamx obpaboTke,
neficTBHS (OMepalHH), COBEpIIaeMBble C I1n.

O6pabotka [1Jln - ymoboe neiicTBue (omepaius) HIH COBOKYMHOCTb nedictuii (omepanui),
COBEpIIAEMBIX C HCIOJIB30BAHHEM CPEJCTB aBTOMATH3AHH Wi Oe3 WCIOJIb30BaHHA TAKHX CPE/ICTB C
I1JIa, Bxmodas cOOp, 3alHCh, CHCTEMATH3ALHIO, HaKOIUICHHE, XpaHEHHE, YTOYHCHHE (oGHOBNEHHE,
W3MEHEHHE), M3BJIEYCHHE, HCIOIB30BaHHE, Tepeaady (pacnpocTpaHeHHe, MPEOCTABICHHE, JIOCTYT),
oGezTHUHBaHHAe, OIOKAPOBAHKE, YAAICHIE, YHHUTOKCHHC I]1H.

ApToMaTH3upoBanHas obpabotka [1/1H - o6paboTka [1]I# ¢ IOMOIIBIO CPEACTB BBIYHCTHTEIbHON
TEeXHUKH.

Pacnipoctpasenue I1/]n - 1eHCTBHSA, HAPAB/ICHHbIC HA packpertie 1/l HeonpeIeIeHHOMY KpYyTY
JIHIL.

TNpenoctasnenue [1]1H - AeHCTBHSA, HANPABICHHAIC HA packpbiTie [1/]H onpee/IcHHOMY JTHILY HIIH
onpeae/IeHHOMY KpYTY JIHIL

Brokuposanne [1JIH - BpeMEHHOE NPEKpALCHHE o6paborku IIJIH (3@ HCKITIOUEHHEM CIyHacs,
ecnn 06paboTKa HeoOXoAUMA JUIA YTOUHCHHS IT1H).

Vauuroxenue I1J1H - 1efCTBHSA, B PE3Y/IbTaTe KOTOPBIX CTAHOBHTCHA HEBO3MOXXHBEIM BOCCTAHOBHTD
conepxanue [1/lg 8 UCI1/In 1 (WIH) B pe3y/bTaTe KOTOPBIX YHHYTOXKAKOTCH MaTepHajbHble HOCHTEIIH
I/1s.

O6esnuuupanne I1JlH - IeHCTBHMA, B pe3yibTaTe KOTOPBIX CTAHOBHMTCS HEBO3MOXHBIM 0e3
HCIIOG30BAHMS OMOJTHHTEIPHOH HH(OOPMALHH ONPEACTHTE npuHaUIeKHOCTE [1J[H KOHKpPETHOMY
cyosexty [1/1H.

WHdopMalHoHHas CHCTEMa NEPCOHATBHBIX nannbix (MUCTIJIH) - COBOKYNHOCTb COACPXKAIIHXCH B
6azax naEbX [1JIH 1 o0ecneynBalOMHX HX 06paboTKy HHQOPMAIHOHHBIX TEXHOJIOIHH H TEXHHYECKHX
CpE/CTB.

TpancrpanH4Has nepeaasa T1/1s - nepenada [1JIn Ha TEPPHTOPHIO HHOCTPAHHOTO rocyaapcTBa
OpraHy BJIacTH HHOCTPaHHOIO rocyaapcTsa, MHOCTPAHHOMY (H3HYECKOMY JHIY HIM HHOCTPAHHOMY
FOPHIHYECKOMY JIHILY.

7! HasnaueHHe ¥ IpaBoBas OCHOBA JOKYMEHTA

[ToMHTHKA MHHHCTEPCTBA KOHKYPEHTHOH NOIHTHKH Kanyxckoit obnacTu (aanee mo TEKCTYy —
MHUHHCTEPCTBA) ONpE/esseT CHCTEMY B3IVIAAOB HA npoGiemy obecrneyeHHs GezonacHoctd [0 ®
npencTaBaseT COGOH CHCTEMATH3HPOBAHHOC H3TOJKeHHWe Lelell W 3amad 3amMThl, KaK OAHO HIIH
HECKOJIbKO TPABHI, MpOIEIyp, MPAKTHYECKHX NPHEMOB H PYKOBOJSIIMX TIPHHIHIIOB B obnacTH
HH(}OPMALHOHHOH Ge30I1aCHOCTH, KOTOPEIMH PYKOBOACTBYETCSE MHHHCTEPCTBO B CBOEii JIeATETbHOCTH, a
TaloKe OCHOBHBIX MPHHIIMIIOB NOCTPOCHHA, OPraHH3alHOHHBIX, TEeXHONOTHYECKHX H MPOLEIYPHBIX
acnekToB obecrieyenns GesonacHocTH T1]1H.

3aKOHO/JATEIbHOM OCHOBOH HACTOSIICH [Tonmutuku siBastorcs  KOHCTHTYIHA Poccuiickoi
denepamun, ['paXIaHCKHH, YronoBHbli B Tpy/10BOiH KOMEKCEL, denepaibHbIA 3aKOH OT 27.07.2006 Ne
152-®3 «O mnepcoHAIBHBIX [IAHHBIX), ®enepanbHblii 3akoH PO 0T 27.07.2004 Ne 79-®3 «O
rocyapcTBEHHOMH rpaXIaHCKOM CIIyk0e», ®enepanbHblil 3aK0H PO 0T 02.05.2006 Ne 59-®3 «O nopszke
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paccMOTpeHHs 00palleHHH rpakian P®», Oenepanbhbiii 3akoH PO oT 10.01.2002 Ne 7-®3 «O0 oxpane
OKpYXalOIe# Cpeibl», 3aKOHBL,  YKa3bl, IOCTAHOBJIEHHA, JpyrHe HOPMAaTHBHBIC JOKYyMEHTHI
JeCTBYIOMEro 3aKOHOAATENbCTRA Poccuiickoit ®exepanu, 1okymerTsl ®CTOK 1 ®CBb Poccun.

Henons3oanue AaHHOM [TOTHTHKH B Ka4eCTBE OCHOBBL UL NOCTPOCHHA KOMILIEKCHOH CHCTEMBI
uH(OpPMALHOHHON 0e30MacHOCTH [1Jla MuHHCTEpCTBA MO3BOJIHT ONTHMH3HPOBATH 3aTpaTel Ha ee
MOCTPOCHHE.

Tlpu paspaGoTke TIOIATHKH YIUTBIBATHCE OCHOBHEIC [IPHHIMIIBI CO3/IAHHMA KOMIUICKCHBIX CHCTEM
obecreyeHHs 6e30MacHOCTH HH(OpMALMH, XapaKTCpHCTHKH H BO3MOXKHOCTH OpraHH3alMOHHO-
TeXHIHYECKHX METOIOB H COBDEMEHHBIX alNapaTHO-NpOrPaMMHBIX CPE/ICTB 3aNTATHl B TIPOTHBOJICHCTBHSA
yrpo3am 6e30macHOCTH HEQOpMALKH.

OCHOBHBIE TIONOXeHHs [loMMTHKH 0asHpyloTcs Ha KaueCTBEHHOM OCMBICJICHHH BOIIPOCOB
He30macHOCTH HEGOPMALHH H HE 3aTParuBaloT BOMPOCOB 3KOHOMHYECKOTO (KOJTHYECTBEHHOI0) aHaIH3a
PHCKOB H 000CHOBaHHS HEOOXOTUMBIX 3aTpat Ha 3anMTy HHQOPMAIIHH.

X OcHOBHBIMHE 00BEKTaM# CHCTEMBI 0€30MacHOCTH T/I1 B MHHHCTEPCTBE ABIIAOTCA:

- HHQOPMALHOHHbIE PECYPCHI C OrPaHAYCHHBIM JIOCTYIIOM, conepxamme [1JIH;

- nponeccsl  obpabotku I1/ln B WCIIJls MunucrepcTsa, HHQPOPMAUMOHHBIC TEXHOJIOIHH,
pernaMeHsTsl M MPOLEIyphl cGopa, 0OpabOTKH, XpaHCHHs H MNepelat AH(pOpMaIlHK, TNEepCoHA
pa3paboTIHKOB H oNMb30BaTeNCH CHCTEMBI H €€ 00CITYKHBAIOLIH EPCOHAT;

- uHEGbOpMaIHOHHas HHPACTPYKTYPa, BKIIOHAIOMIAd cHCTeMbl 00pabOTKH | aHATH3a HHPOPMALHK,
TexHAYECKHE W IPOrPaMMHBIE CPE/ICTBa ee 00paboTKH, nepefat H 0TOOpaKeHHUs, B TOM YHCJIE KaHAbI
AH(pOPMALHOHHOTrO 0OMEHA M TEICKOMMYHHKALHH, CHCTEMBI H CPE/ICTBA 3alIHThl HHOPMAIIHH, 00BEKTHI
H OMEIIECHHS, B KOTOPIX PAcroNOKEHbI TEXHHIECKHE CPE/ICTBA o6paboTku [1/18.

4. VlHTepeck! 3aTparnBaeMbIX CyOBheKTOB HH(OPMAIMOHHEIX OTHOIICHHH

CyGbexraMH  HH(QOPMALMOHHEIX oTHOmeHuit mpH obecriedeHHH O€30MacHOCTH IM1s

MHuHHCTEPCTBA ABJIAIOTCH:
- Yupesk/eHHe, KaK COOCTBEHHHK HH(OPMAIHOHHBIX PECYPCOB;
- PYKOBOACTBO M COTPYIHHKH MHUHHCTEpCTBA, B COOTBETCTBHH C BO3JOXCHHBIMH Ha HHX
byHKIHAME;
- (usHUecKHe JIMI@, HE SBIAIOMHCCH cOTpy/HHKaMH MUHHCTEPCTBA, HO HMCIOIIHMH C HEH
OTHOLIECHHS.
TepeqncieHHbIE CYOBEKTEI uH(bOPMALHOHHEIX OTHOIICHHH 3aHHTECPECOBAHBI B obecnedeHHH:
- CBOEBPEMEHHOTO JIOCTYTIA K Heo6xomMbM uM [1JTH (MX AOCTYITHOCTH);
- JI0CTOBEPHOCTH (IIOJTHOTBI, TOTHOCTH, a71eKBaTHOCTH, nenoctroctH) [1/1H;
- KOH(HIEHIHATBHOCTH (COXPaHCHHA B taitae) [1/10;
- 3QMIMTHI OT HABA3BIBAHHS HM JIOXKHBIX (HE0CTOBEPHBIX, uckaxerHbX) [1/1H;
- pasrpaHHYeHHs OTBETCTBEHHOCTH 33 HapYIICHHS HX npas (AHTEPECOB) H YCTAHOBJICHHBIX MIPABHI
obpamenns ¢ [1/1H;

- BO3MOXKHOCTH OCYIICCTBIEHHS HEIPEPHIBHOrO KOHTPOIL H MHuHACTEPCTBA  NPOLECCaMH
o6paboTku 1 nepenazu [1/;

- samuThl [1J{H OT HE3aKOHHOTIO PaCNpOCTPAHCHML.
4.1. llenu 3aUIMTEI

OCHOBHOH 1IENIBI0, HA JOCTHXEHHE KOTOPOH HANpaB/ICHbI BCE nosoxeHus Hactosmed [ToTHTHKH,
4BIISETCS 3alIATa CYOBEKTOB HHPOPMALHOHHBIX oTHOmEHUH MHHHCTEPCTBA OT BO3MOXXHOTO HaHECCHHS
UM MaTepHATbHOTO, (H3HHECKOro, MOPAIbHOrO HIM HHOTO yiep6a, TOCPEJCTBOM CIY4aHHOro HIiH
TpeHaMePeHHOro BO3ICHCTBHS Ha T1J{H, ©X HOCHTEJIH, TIPOLIECCEI 00paboTKH U NIepeIaYH.

VkazaHHas L[edb JIOCTHraeTcs IOCPEACTBOM obecnieueHHss M ITOCTOSHHOTO TNOAACPXKaHHA
CNeyIOIHX CBOHCTB ITJ1H:
- IOCTYMHOCTH  [UIs  JICTallbHbIX nons3oBaTenel  (ycToiuMBOro  QYHKIMOHHPOBAHHS
HE(OPMAIIHOHHBIX CHCTEM MHUHHCTEpCTBA,  TPH KOTOpPOM TIOJIb30BaTeM HMEIOT BO3MOXHOCTE
noJTydeHHs He0OXOIHMBIX T1/In ¥ pe3yIBTATOB PElICHHs 3a/1a4 3a IPHEMIIEMOC IUISL HEX BpeMs);
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- LENOCTHOCTH M  AyTEHTHYHOCTH  (TOATBEPKICHHE apropctBa) IIJIH, XpaHMMBX H
o6pabaTsiBaeMbIX B HHPOPMALHOHHBIX CHCTEMAX MHHHCTEPCTBA H TI€PeIaBaeMO N0 KaHaaM CBA3H,
- KOH(HICHIMATBHOCTH - COXPaHeHHs B taitne ompenaenenHod wact [1JIH, XpaHHMBIX,
06pabaTbiBaeMBIX H [I€PEIaBaCMBIX 110 KaHANaM CBA3H.

Heo6XomuMBIH  ypOBEHb  JOCTYNHOCTH, LEJIOCTHOCTH H koubuaenmuanbHoctn  [1/1H
oBeCTIeYHBAETCS COOTBETCTBYIOMMME MHOXKECTBY 3HAYHMBIX YrpO3 METOZAMH H CPEACTBaMH.
42. (OcHOBHBIE 3aJIa4H CHCTEMBI 00eCIIEHCHHA pezonacuoctH [1/1H

JIns JOCTHXKEHHS OCHOBHOH IETH 3alUTBI H oGecrieuenns ykasaHHeix cpoiicts [1/lH chcTema
obecriedenns uH(OpManHOHHOH GesonacHocTd MHHHCTEPCTBA JIODKHA obecrieunBath PHEKTHBHOE
peleHHe CIeAYIOMHMX 3a1a4:
- CBOEBPEMEHHOE BBIABIICHHE, OLEHKA H MPOrHO3MPOBAHHC MCTOYHHKOB yrpo3 HH(pOPMAIHOHHOH
Ge30MacHOCTH, NPHYHH H YCJIOBHH, CIOCOOCTBYIOMMX HAHECCHHIO yiep0a 3aWHTEPECOBAHHBIM
cyobektaM  HHQOpMaAHOHHBIX OTHOWICHWH, HAPYIICHHIO HOPMATbHOro  (QyHKIIMOHHPOBAHHS
uH(bOPMAIHOHHBIX CHCTEM MHHHCTEPCTBA;
- co3/laHMe MeXaHH3Ma ONEPaTHBHOrO pearnpoBaHHA Ha yrposbl fe3omacHOCTH MHGOpPMAlUH H
HeraTHBHbBIE TEH/ICHIINH;
- CO3JaHHe YCIOBHIT Ui MAHMMH3ALKMH H JIOKATH3ALMH HAHOCHMOTIO yuiep6a HenpaBOMEPHBIMH
JedcTBHAMHA (GHM3HYECKHX H IOPHIMYCCKHX JIHI, ocrabiieHHe HETaTHBHOTO BIIMAHHSA H JIHKBHIALHA
[10CJIeACTBHII HapyleHHs 6€30MacHOCTH HH(OPMAIIHH;
- 3aMATY OT BMEMATeibCcTBa B MpOHECe yHKIMOHHPOBAHHS HHGOPMAIMOHHBIX ~ CHCTEM
NOCTOPOHHEX JIHI (IOCTYT K HHOPMAIHOHHBIM PECypCaM JIOJDKHBI AMETH TOJIBKO 3aPErHCTPHPOBAHHBIC
B YCTAQHOBJICHHOM IIOPSAJIKE NOJIb30BATEINH);
- pasrpaHHYEHHE JOCTYTa [oB30BaTeNel K HH(pOPMAIIHOHHBIM, AIIapaTHBIM, MPOrpaMMHBIM H
HEBIM pecypcaM MHHHCTEPCTBA (BO3MOXHOCTE JIOCTYNA TOTBKO K TeM pecypcaM M BIIOTHEHHS TOJIBKO
Tex omepamdii ¢ HMMH, KOTOpbIE HEOOXOIMMbI KOHKDETHBIM [10JIb30BATE/ISAM IS BBIIOJIHEHHS CBOHX
cTyxeGHBIX 00S3aHHOCTEH), TO €CTh 3allHTY OT HeCaHKIIMOHHPOBAHHOTO JIOCTYNA;
- obecrieucHAe AyTEHTH(UKALMH TOIB30BATENICH, yJaCTBYIOUHX B HEGbOPMALOHHOM OOMEHE
(MOATBEPKAEHHE [TO/UTHHHOCTH OTNPABUTENIA H IOy HaTeId uHGbOPMAIHH);
- 3aIMTy 0T HECAHKIHOHMPOBAHHOH MOZH(AKAIIHH HCTIONB3YEMBIX B HHGOPMALHOHHEBIX CHCTEMAX
MHEHHCTEpCTBa IPOrPaMMHBIX CPE/ICTB, @ TAKKE 3allHTY CHCTEME] OT BHEJAPEHH HECAHKIMOHHPOBAHHBIX
[IpOrpamM, BKJTIO9as KOMIIBIOTEPHEIC BHPYChL;
- samuETy HEGOPMAIHH OTPAHHYCHHOrO NMOMB30BAHHA OT YTedKH 10 TEXHAYECKHM KaHalaM IIpH ¢¢
0GpaboTKe, XpaHEHHH K IIEpe/iade MO KaHalaM CBA3M.
43. OcHOBHBIE MyTH peNICHHS 387124 CHCTEMBI 3alIHTDI

IlocTaB/eHHBIE OCHOBHBIE IIETH 3AIIHTHI H PELICHHE MEPEUHCICHHBIX BBIIIC 3aja4 JOCTHIAOTCH:
- CTPOTHM Y4ETOM BCEX IOJUICKAIINX 3alIHTE PeCypeos ¥H()OPMAIIHOHHEIX CHCTeM MHHHCTEPCTBA
(nEdopMaIHK, 3a]1a4, JOKYMCHTOB, KaHANIOB CBA3H, cepBepOB, aBTOMATH3HPOBAHHbIX pabo4uX MecCT);
- KypHAIAPOBAHHEM [CHCTBHH [EPCOHANa, OCYIIECTBJIAIOIIEro 0OCTyXKHBAHHE H MoaHbHKALHIO
NPOrpaMMHBIX H TEXHHIECCKHX CPE/ICTB HHE}OPMAIIMOHHBIX CHCTEM;
- [IOJTHOTOH, peaTbHOH BBIIOIHHMOCTBIO H HeNPOTHBOPEYHBOCTBIO TPeOOBAHHH OpraHH3alHOHHO"
pacHOpSIHTENIbHBIX  JIOKYMCHTOB MuHuCTepcTBa 1O Bompocam — obecredeHHs fe30MmacHOCTH
uHpOpMalLHH;
- [OArOTOBKOM JIODKHOCTHBIX  JIHLL (COTPYIHHKOB), OTBETCTBEHHBIX 32 OpraHH3alio H
OCYILIECTBJICHHE TPAKTHIECKUX MEPOTIPHATHI 10 OOECIEHEHHIO BeszonacHoctH [1/lH ¥ mpomeccoB HX
00paboTKH;
- HaJeJeHHEM KaXJIoro COTpYAHHKa (monb3oBaTens) MHHHMAIBHO HEeOOXOQHMBIMH 1A
BHLIIOJIHEHHS MM CBOHX  (QYHKIHOHAIBHBIX oBs3aHHOCTEH MOMTHOMOYHMAMH @O jocTymy K
AHGOPMALMOHHBEIM pecypcaM MHEHHCTEPCTBA;
= YeTKHM 3HAHHEM M CTPOTHM COGIIOJICHHEM BCEMH [OJIB30BATE/LAMH AH(OPMAIHOHHBIX CHCTEM
MusnctepctBa  TpeOOBaHHH OpraHH3aLHOHHO-PACIOPS/IHTE/IBHBIX  IOKYMCHTOB no  BOMpocaMm
obecrieyeHHs 6€30MacHOCTH HHOPMALIHH;
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- TMEPCOHANTBHON OTBETCTBEHHOCTBIO 33 CBOH JCHCTBHS KXKIOTO COTPYIHHKA, B pamMKaX CBOHX
GYHKIHOHATLHBIX 0053aHHOCTEH HMEIOIIET0 I0CTYII K 1H(POPMALHOHHBIM pecypcaM MUEHHCTEPCTBA;

- HeNpephiBHLIM  NOMJIEPXKAHHEM  HEOOXOMMMOro  YPOBHS  3AIMIICHHOCTH  3/IEMEHTOB
uHOOPMaIHOHHOH CPe/IbL;

- NpUMEHEHHEM (H3MYECKHX H TEXHHYECKHX (mporpaMMHO-aNnapaTHBIX) CPEeACTB 3allATHI
PECYPCOB CHCTEMBI H HENPEPBIBHOH aMHHHCTPATHBHOH IOJIZIEPIKKOR HX HCIIOJIb30BaHHA;

- 3((EeKTHBHBIM KOHTPOJIEM HAX COOMOACHHEM MOJIb30BATCIAMH HH(OPMAIHOHHBIX PECYPCOB
TpeboBanmii M0 0GecredeHHI0 Ge30nacHOCTH HHpOopMalHH;

- JOPHMYECKOH 3alIMTOH HHTEpecoB MMHHCTEpCTBA MPH B3aUMOJICHCTBUA C BHEIIHHMH
OpraHH3alHAMH (CBA3aHHOM C OOMEHOM [1/IH) OT MPOTHBOIPABHLIX JEHCTBHIH, KaK CO CTOPOHBI 3THX
OpraHH3aIil, TaK H OT HeCAaHKIIHOHHPOBAHHBIX JCHCTBHH 00CITyKHBAOIIETO MEPCOHANIA H TPETHHX JIMIL.

5 [TocTpoeHHE  CHCTeMBI,  OOecredeHHs fesomacHoctd [1Jln  MunucTepcTBa, H €€
(YHKIHOHMPOBAHHE JOJDKHBI OCYIIECTBIATECA B COOTBETCTBHH  CO CHEAYIONHMH OCHOBHBIMH
MPHHLATIAMH ;

5.1.  3aKOHHOCTh

[IpeanonaraeT OCYLIECTBICHHE 3AIUTHBIX MEPOTPHATHH H pa3paboTKy CHCTeMBI G€30MacHOCTH
[1/ls MHHHCTEPCTBA B COOTBETCTBHH C JACHCTBYIOIIMM 3aKOHOAATEIBCTBOM B obnactu 3amuThl [1/IH, a
TaKKe IPYTHX 3aKOHOJATEJNbHBIX aKTOB I0 0e30macHOCTH uHpopmanuu PP, ¢ MpEMEHEHHEM BCEX
JI03BOJICHHBIX METOJIO0B OOHADYXEHHs W NMPECECYEHHs NPABOHAPYIICHUH IpH pabore ¢ [1[1n. TlpunsTeie
Mepsl GesonacHoctd I1JIH He JOMKHBI NPENSTCTBOBATH JAOCTYITY MPABOOXPAHHTEIIBHBIX OpraHoB B
NpeyCMOTPEHHBIX 3aKOHO/ATE/IbCTBOM CITyasX.

Bee momp3opatennd MCIIJIH MODKHBI HMMeTh [pEACTaBieHHe OO0 OTBETCTBEHHOCTH 3a
npaBoHapymeHus B 00nacTu oopaborku [1/1H.

5.2. CHCTeMHOCTB

CHCTEMHBIH TOAXO0/ K MOCTPOSHHIO CHCTEMBI 3alIHTEl HEQOPMALHH B Y IPABICHHH NPEAOIaracT
y4eT BCeX B3aHMOCBS3aHHBIX, B3aHMOJIEHCTBYIONIHX 1 H3MEHSIOLMXCA BO BDEMEHH 3JICMEHTOB, yCIIOBHH
1 (GaKTOpOB, 3HAUMMBIX /UL IOHHMAHHA H PEIICHIS npo6nemsl obecnegerns 6esonacHocTd [1/1H.

IIpH CO3aHAM CHCTEMBI 3AIIMTHI 10/DKHBI YUHTHIBATBCS BCE cnabsle ¥ HanboNee yA3BHMbIE MeCTa
HCI1/Ix, a Takke XapakTep, BO3MOXHbIE 00BEKTHI H HAIPAB/ICHHS aTak Ha Hee CO CTOPOHE! HapyLIHTeIeH
(ocoGeHHO BEICOKOKBAIH(HINPOBAHHBIX 3710 yMBIIUICH HUKOB).

CHCTeMa 3alMThl JO/DKHA CTPOMTBCA C YYeTOM HE TOJBKO BCEX M3BECTHRIX KaHAIOB
NPOHHKHOBEHHS H HECAHKUMOHHPOBAHHOrO JOCTYyMa K HHQOPMAIIHK, HO H C YYETOM BO3MOXHOCTH
[OSBJICHAS MPHHIMITHATBEHO HOBBIX ITYTei pearn3alun yrpo3 6e30MacHOCTH.

5.3. KoMmiekcHOCTb

KOMIUIEKCHOE HCIOJB30BAHHE METOAOB H  CPEICTB 3AIIHTHl KOMIBIOTEPHBIX  CHCTEM
NpeToNaraeT COrJIaCOBAHHOE MIPHMEHEHHE PAa3HOPO/IHBIX CPE/ICTB [PH NOCTPOCHHH IIENTOCTHOH CHCTEMBI
3aIIATHI, MEPEKPHIBAIONIEH BCE CYMIECTBEHHBIE (3HAYHMBIE) KAHAIEI PEATH3alHH yIpo3 | He cozepxaieH
cabeIX MecT Ha CTHIKAX OTIENBHBIX €¢ KOMIOHEHTOB. 3alluTa JAO/DKHA CTPOMTECH SLICIOHHPOBAHO.
BHemHSs 3amMTa JAODKHA OOecredMBaThCsi (H3WYECKHMMH CPEICTBAMH, OpPraHH3alHOHHBIMH H
IIPaBOBBEIMH MEPaMH.

5.4. HemnpepsIBHOCTH 3T

O6ecreuernne GesonacHocTH [1J{H - mpolecc, OCYIIECTBIIEMBIH PYKOBOACTBOM MHuHHCTEPCTBA,
OTBETCTBEHHBIMHE 3a opranusauuio 06paborku [1/T# u coTpyAHHKaMH BCEX ypoBHeit. ITO HE TOJIBKO H HE
CTOJIBKO MpOIEAYpa MM NOIMTHKA, KOTOpas OCYIIECTBAACTCA B OTpe/e/IeHHBIH OTPE30K BPEMEHH HIIH
COBOKYIIHOCT CPE/ICTB 3AllMTI, CKOJIBKO MPOLECC, KOTOPBIH J0/DKEH MOCTOSHHO HATH Ha BCEX YPOBHSAX
BHYTpH MBHUHHCTEpCTBA M KK/l COTPYIHHK JO/DKCH [PHHHMATh Y4acTHe B 3TOM IIPOLIECCE.
JlesiTenbHOCTS MO obeciedeHHI0  HH(POPMAIIHOHHOH 6e30MacHOCTH ABISAETCS COCTAaBHOH 4YacTbiO
NOBCeHEBHOM JesTenbHocTH MunucTepersa. U ee 3 QekTHBHOCTD 3aBHCHT OT yH4acTHA PYKOBO/CTBa
MunncTepcTBa B 00€CTICYCHHH undopmannorHoii 6ezonacnocta [1/1a.

Kpome Toro, 60bMMHCTBY (GU3MYECKHX H TEXHMYECKHX CPEICTB 3alllMThl UL 3G GEKTHBHOTO
BBIIONHEHHS CBOMX (yHKumi HeoOxoaMma MOCTOSHHAs OpraHH3alHOHHAA (aZIMHHHCTpaTHBHAA)
nojuiepkKa (CBOEBpeMEHHas CMeHa M O0ecreyeHHE NPaBHIBHOTO XDAHCHHA H IPHUMEHEHHS HMEH,
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nmapoJiel, mepeonpeze/ieHHe NOMHOMOUHi H T.1.). [lepepbiBel B paboTe CPEACTB 3ALUATBI MOTYT OBITh
MCIIOTB30BAHbl 3IOYMBIIUIEHHHKAMH JUI aHaIn3a NPHMEHSEMBIX METOJOB M CPEICTB 3allMThl, JUIA
BHEJIPCHHSA CIELMATbHBIX MPOrPAMMHBIX H aNNapaTHBIX "3aKJIaXoK' H APYTHX CPE/ICTB NPEOJOJICHHSA
3allHTHL

5.5. CBoeBpeMEHHOCTH

[lpexmonaraeT ympexaalomwii xapakrep Mep obecrnedenus OesomacHoctd [I/lH, 1O ects
TIOCTAHOBKY 3aJa4 M0 KOMILIEKCHOH 3amuTe [1/[H # peanusauuio Mep o0ecnedeHns GezonacHoctu [1/IH
Ha PaHHHX CTaIHsX pa3paboTky HHPOPMAIIHOHHBIX CHCTEM B LIE/IOM H HX CHCTEM 3allMTHL, B 4aCTHOCTH.

Pa3paGoTKa CHCTEMBI 3aIHTHI IOKHA BECTHCh NMApalIe/bHO ¢ pa3paloTKOH H Pa3BHTHEM CaMHX
JaMAMAEMBIX MH(DOPMAIHOHHBIX CHCTEM. JTO MO3BOIHT yuecTh TpeGoBaHHs O0e30MacHOCTH NpH
MPOEKTHPOBAHHH APXHTEKTYPhI H, B KOHEYHOM CHeTe, COo3arh donee s¢dexTHBHBIE (KaK 10 3aTpaTaM
PECYpCOB, TaK ¥ 110 CTOMKOCTH) CHCTEMBI, 00/1a/Ial0IIHe 10CTAaTOYHBIM YPOBHEM 3alHIICHHOCTH.

5.6. [IpeeMCTBEHHOCTb H COBEPUICHCTBOBAHHUE

TNpeamonaraeT MOCTOSHHOE COBEPUICHCTBOBaHHE Mep M cpeacTB 3ammThl II/lH Ha OcHOBE
[PeeMCTBEHHOCTH OPraHHW3alHOHHBIX M TEXHHYECKHX PCINCHHH, KaJpOBOro COCTaBa, aHalu3a
DyHKIMOHHPOBAHHS HH)OPMALHOHHBIX CHCTeM MEHHCTEPCTBAa H CHCTEMBI HX 3alMTEl C YHETOM
H3MEHeHHH B METOJaX W CPEJCTBAX TepexsarTa HH(OPMAIMH, HOPMATHBHBIX TpeOOBaHHI IO 3alMTE,
JOCTHTHYTOTO OTEYECTBEHHOr0 K 3apy0e:KHOro OMBITa B 3TOH 00/MacTH.

5.7. PasymHas JOCTAaTOYHOCTb (IKOHOMHHYECKas NENecO000pasHOCTE)

[lpenmonaraeT cCOOTBETCTBHE YPOBHS 3aTpaT Ha olecreueHne (e30macHOCTH [T/l ueHHOCTH
HH(OPMAIMOHHEIX PECyPCOB H BETHYMHE BO3MOXHOIO yiiepda OT MX pasIVIalleHHs, yTpaThl, YTCHKH,
VHHUTOXEHHS H HCKaxeHHs. Hcnonb3yemble Mepel M CpeacTBa obecnedyeHuss 06e30MacHOCTH
HH(OPMALHOHHBIX PECYpPCOB HE JIOKHBI 3aMETHO YXYAUaTh 3PrOHOMHYECKHE IOKa3aTe/Hd paboTsl
xomroHenTos MCIIJla Musncrepcrsa. Manumuue Mepsl 0€30TaCHOCTH, NMOMHMO 3KOHOMHYECKOH
Hea()GEeKTHBHOCTH, IPHBOJAT K YTOMJIEHHIO H Pa3JPAKCHHIO [IEPCOHAA.

Co3/1aTh aOCOMIOTHO HENPEOJONHMYIO CHCTEMY 3allMTHI IPHHIMIHATEHO HeBo3MOkHO. [Toka
[1/Iz HaxomdATcs B OOpalleHHH, IPHHHMAEMbIE MEPBI MOTYT TOJIBKO CHH3HTh BEPOSTHOCTH HETaTHBHAIX
BO3/IeHCTBHH WM ymepd OT HHX, HO HE MCKIIOYHTH HX MOTHOCTHIO. [IpH A0CTaTOYHOM KOIHYECTBE
BPEMEHH H CPEICTB BO3MOXKHO IPEONONeTh Mo0yio saumty. [lo3ToMy MMEET CMBICH paccMaTpHBarh
HEKOTOpEIH NpHEMIIEMBIH YPOBEHb obecredeHHs 6e30acHOCTH. Beicok03d)(peKTHBHAS CHCTEMA 3ALIHTHI
CTOHT JIOPOT0, HCTIOJIB3YeT MpH paboTe CYIIECTBEHHYIO YacTh PECYPCOB H MOXKET CO31aBaTh OIIYyTHMBIC
JOTOTHATE bHBIE HeyI00CTBa MOMb30BaTeNsM. BaHO MpaBHIBHO BHIGPaTh TOT JOCTATOYHBIH YPOBEHb
3AIIMTHL, IPH KOTOPOM 3aTPaThl, PCK H Pa3sMep BO3MOKHOIO yiiepOa GbUIH Obl MPHEMIIEMBIMH.

5.8. IlepcoranbHas OTBETCTBEHHOCTD

[IpeanosiaraeT BO3JIOKEHHE OTBETCTBEHHOCTH 32 obecneuenne 6ezonacHocTH I1/IH U cHCTEMBI HX
06paboTKH Ha K&KIOTO COTPYAHHKA B NPE/IETax ero MOJTHOMOYHH. B COOTBETCTBAM C STHM NPHHIHAIOM
pacrpe/ielieHHe MpaB i 00A3aHHOCTEH COTPYIHHKOB CTPOHTCH TakHM 00pasoM, 4To0BI B CiTy4ae J000ro
HapyIIeHHs KPYT BHHOBHHKOB ObUI Y€TKO H3BECTEH HJIH CBEJCH K MHUHHMYMY.

5.9. MuHEMH3ALHS TOTHOMOYHA

O3HayaeT IpeOCTaBJICHHE IOb30BATE/IIM MHHHMAIBHBIX IPaB 10CTyNa B COOTBETCTBHH CO
ciyxebHO0# HeobxomumocThio. JlocTyn k [1/[H I0KeH IPEAOCTABIATECA TOJILKO B TOM CIIyHdac H obneme,
eCITH 3TO HeOOXOIHMO COTPYIHHKY [UIsl BBIOTHEHHA €r0 I0/KHOCTHBIX 00S3aHHOCTEH.

5.10. UckmoueHne KOHDIAKTA HHTEPecOB (paszieneHne QyHKLHMIH)

SpdexTHBHAS cHcTema obecneucHHs MH(OPMALHOHHOH 0E30MaCHOCTH IPEANONAraeT HeTKoe
pasjiefieHHe OGfA3aHHOCTEH COTPYIHHKOB M HCKIIOYEHHE CHMTyalHH, Koraa chepa OTBETCTBEHHOCTH
COTPYIHHKOB nomyckaeT KOH(IHKT wnHTepecoB. Cdepbl NOTEHUHATBHBIX KOH()JHKTOB JIO/KHBI
BBIABJISTHCSA, MAHHMH3HPOBATHCSA, H HAXOAMTCS MO CTPOTHM HE3aBHCHMBIM KOHTpoleM. Peanmsanus
JAHHOTO NpPHHIMNA [PEANONaraeT, 4YT0 HE OJHH COTPYJAHHK HE IODKCH HMCTh IOJTHOMOYHIH,
[O3BOJIIONIMX €My EIHHOJIHYHO OCYIIECTBJISATh BBINOJHEHHE KPHTHYHBIX onepauuid. Hanenenue
COTPYJHHKOB TOTHOMOYMSMH, MOPOXIAIOMMMA KOH(IHKT HHTEPECOB, 1aeT €My BO3MOKHOCTR
NONTACOBEIBATh MH(OPMAIHIO B KOPBICTHBIX IEIAX HMIH € TeM, 9TOOBI CKPBITh npobneMsl  HIH
noHeceHHblEe YOBITKHA. JIns CHHKEHHS PpHCKAa MAaHHIYJIHPOBaHHS [IJlH ¥ pHCKa XHIIEHHS, TaKHe
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MOJHOMOYHS JO/DKHBl B MAKCHMaJIbHO BO3MOXKHOH CTeNeHH OBITh pas/eeHbl MEXIY pa3iHYHBIMH
COTpYIHHKaMH HWJIH TOApa3jeneHusMi MuHucTepcTBa. Heo0X0auMoO MPOBOJHTE NEPHOIHIECKHE
NpoBepKH 00A3aHHOCTEH, QYHKIIHH M JEATEILHOCTH COTPYAHHKOB, BBITOIHAIONMX KIIOYEBbIC GYHKUHH,
¢ TeM, 4TOOBI OHH He MMETH BO3MOXKHOCTH CKPHIBATh COBEpIIEHHE HelpaBOMEpHBIX JeHcTHil. Kpome
TOr0, HeOOXOAMMO NPHHMMATH CIIEHATbHBIE MEPHI [0 HEJOMYIIEHHIO CrOBOPa MEXAY COTPYAHHKAMH.
5.11. B3aumonefCTBHE U COTPYAHHYECTBO

IpeanmonaraeT co3jaHue ONAronpusTHOH aTMoc(epsl B KOJLUIEKTHBE YTpBIeHHS. B Takow
00CTaHOBKE COTPYJIHHMKH JO/DKHBI OCO3HAaHHO cOO/IO/aTh YCTAHOBJICHHBIC IpaBHIa H OKa3blBaTh
COJIEHCTBHE JAEATEILHOCTH OTBETCTBEHHOrO 3a 06pabotky [1/1H.

BaxHBIM 371eMeHTOM 3((eKTHBHON CHCTeMb! obecredenus OesonacHoctd [1/IH B YnpaBnenuu
sBIseTcss BHICOKads KyJlbTypa paGotel ¢ mHpopmammeid. PykosoxctBo MuHKCTepeTBa  HeceT
OTBETCTBEHHOCTh 3a CTPOTOE COOMIOJEHHE OSTHYECKHX HOPM M CTAaHAAPTOB NPOQEeCCHOHATBHOH
NeATeNbHOCTH, MOAYEPKHBAIOIIEH M JEMOHCTPHDYIOIIEH MNEpCOHATy Ha BCEX YPOBHAX BaXHOCTh
obecriedenns HHMOpMANHOHHOH Oe3onacHoctn MunuctepctBa. Bee corpyanuks MunHCTEpCTBa
JIOJDKHBI IOHHMATh CBOIO POJIb B Ipouecce obecriedeHrs HEQOpMaLHOHHON O€30MaCHOCTH W NPHHHMATh
y4acTHe B 3TOM mporuecce. HecMOTps Ha TO, YTO BBICOKas KyIbTypa obecneyeHHs HHGOPMAlHOHHOH
$e30MaCHOCTH He TapaHTHPYeT aBTOMATHYECKOrO IOCTHKEHHS LeTed, ee OTCYTCTBHE CO3aeT Ooiblle
BO3MOKHOCTEH /Ul HapylIeHus 6e30MacHOCTH KM He 00HapyKeHus GakToB ee HapyLICHH.

5.12. T'mOKOCTB CHCTEMBI 3aIIHTHI

Cucrema obecriedeHHs HEQOPMAIHOHHOM Ge30MacCHOCTH J0/DKHA OBITh CrIocoOHa pearupoBarh Ha
M3MEHEHHs BHENIHEH Cpellbl M YCJIOBHH OCYIIECTBICHHS YUpeXICHHEM CBOCH NEATCTHHOCTH. B uucio
TAKHX A3MEHEHHH BXOIAT:
= M3MEHEHHs OpraHU3allHOHHON | INTATHOM CTPYKTYphl MHHHCTEpPCTBA;

- H3MEHEHHE CYIIECTBYIOIMX H/IH BHEAPEHHE NPHHIMITHANIBHO HOBBIX HHYOPMAITHOHHBIX CHCTEM;
- HOBBIE TEXHHYECKHE CPEJICTBA.

CBoiicTBO rHOKOCTH CHCTEMBI obecredyeH s HHPOPMALIHOHHOK 0e30MacHOCTH H30aBIseT B TaKUX
CHTYAIUsX OT HEOOXOAMMOCTH MPHHATHS KapJHHAIbHBIX MeEp [0 IOJHOH 3aMEHe CPEACTB H METO/IOB
3aIMTHI HA HOBEIE, YTO CHHKAET €€ O0LLYIO CTOHMOCTD.

5.13. OTKpBHITOCTH AITOPHTMOB U MEXaHH3MOB 3aILIHTHI

CyTb MPHHIIAIA OTKPLITOCTH AITOPHTMOB H MEXaHU3MOB 3aIUTEl COCTOHT B TOM, YTO 3alHTa HE
JIO/DKHA 00ecreymBaThes TOJIBKO 3a CYET CeKPEeTHOCTH CTPYKTYPHOH OpraHH3allHH H &JIrOpHTMOB
(pYHKIHOHHPOBAHHS €€ TMOACHCTEM. 3HAHHE aITOPHTMOB pabOThl CHCTEMBI 3AIIHTHI HE JOJDKHO 1aBaTh
BO3MOXHOCTH €€ IPEOJIoJIeHHs (Jaxe aBTopam). JTO, OJHAKO, HE O3HAYaeT, YTO HHQOpMALA 00
HCIIOJIB3YEMbIX CHCTEMAX M MEXaHH3Max 3alllUTHI 10/IKHA OBITh O01IEIOCTYTIHA.

5.14. TIlpoctoTa NpUMEHEHHs CPE/ICTB 3alHThI

MexaHu3Mbl H METO/BI 3alUThl JOJDKHBI ObITh HHTYHTHBHO IIOHATHBI H IPOCTEl B
HCIIONB30BaHEH. [IpHMEHEHHe CPEICTB H METOJOB 3allATHI HE JOJDKHO OBITH CBA3aHO CO 3HAHHEM
CHEHATBHBIX S3BIKOB HJIM C BBINMOJHEHHEM JAeiCTBHH, TpeOYIONHMX 3HAYHTEIbHBIX JONMOTHHTEIbHBIX
TPYZ03aTpaT NpH 0OLIMHOA paGoTe 3aperHCTPHPOBAHHBIX M0JIB30BATE/CH, @ TAKXKE HE I0/DKHO tpeboBare
OT MOJIB30BATEIS BBITOJHEHHS PYTHHHBIX MAIONIOHATHBIX EMY OIEpALHH.

5.15. O6G0CHOBaHHOCTH M TEXHHYECKAs PEAH3yeMOCTh

UHDOpMallHOHHEIE TEXHOJIOTHH, TEXHWYECKHE H NPOrpaMMHBIC CPEICTBA, CPEACTBA H MEPhI
samuTel [[JIH J0MKHBEI OBITE pealH30BaHbl HAa COBPEMCHHOM YPOBHE Da3BHTHA HayKH H TCXHHKH,
06OCHOBAHBI C TOYKH 3PeHHs JOCTHKEHHS 3aJaHHOr0 YPOBHA 0€30MacHOCTH HHQOpMAllHH H
SKOHOMHYECKOH 11e1ecoo0pasHOCTH, a TakkKe JOJDKHBI COOTBETCTBOBAaTh YCTAaHOBJICHHBIM HOpMaM H
TpeGoBarHaM no GezonacHoctH [1/1H.

5.16. Crennama3anms # Npo(ecCHOHATN3M

IIpeanmonaraer NpHBIEYeHHE K pa3paboTKe CpPEACTB H pealH3aldH Mep 3allHThl 1=
CIIeLHATH3HPOBAHHbBIX OpraHH3allHii, Hanbo/ee NOArOTOBNICHHEIX K KOHKDETHOMY BHAY ACATEIBHOCTH 110
obecrieueHHI0 6e30nacHOCTH MHMDOPMAIIHOHHBIX PECYPCOB, HMEIONIHX OMBIT NMPAKTHYeCKOH paboTel H
rOCYJIapCTBEHHYIO JIHLEH3HIO HAa [paBO OKasaHWs YCIyI B OTOH obnacta. Pearmm3anus
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AIMHHHCTPATHBHEIX MEP H JKCILTyaTallds CPEACTB 3alHThl J0/DKHA OCYIIECTBIATECA npohecCHOHAIBHO
[IOArOTOBJICHHEIMH crienuanucTaMid MuHuCTepeTBa (OTBETCTBEHHBIX 33 OpraHH3alHIo o6pabotku I1]1H).
5.17. O06s3arebHOCTE KOHTPOJIA

INpemmonaraer 06S3aTENBHOCTh H CBOEBPEMEHHOCTb BBIABICHHA H MPECCUCHHA MOIBITOK
HApyIeHHs YCTAHOBJEHHBIX MpaBui, obecrneyenus OesonacHoctd I[1/IH, Ha OCHOBE HCIOJIB3YEMBIX
CHCTeM H cpeicTB 3ammTel [IJ[H, NpH COBEPUICHCTBOBAHHH KPHUTEPHEB H METOJNOB OLCHKH
3¢ (GEKTHBHOCTH 3THX CHCTEM H CPE/ICTB.

KOHTpOJIb 3a IeSTeNbHOCTIO MOOO0T0 MONIb30BATENs, KaX/I0r0 CPEACTBA 3alMHTEl H B OTHOLICHHH
mo6oro 00BEKTa 3aIMHTHl JO/DKEH OCYILECTBIATHCS HA OCHOBE MPHMEHEHHA CPEICTB ONEPATHBHOIO
KOHTpONS M PETMCTPallHH M JIOJDKEH OXBarblBaTh KaK  HECAHKUMOHMDOBAHHBIC, TaK H
CaHKIMOHHPOBAHHEIE JI€HCTBHS M0JIb30BATENEH.

Kpome Toro, >¢dexrusHas chcreMa obecredeHus HHPOPMALHOHHOH 6e3omacHOCTH Tpedyer
HaIHYHS aJeKBaTHOR H BceoObeMITIoNIell HHPOPMAIIHH 0 TEKYIIEM COCTOSIHHH MPONECCOB, CBA3AHHBIX C
JBHKEHHEM HHPOPMALMH H CBEICHHH O COOIOACHHH YCTAHOBJICHHBIX HOPMAaTHBHBIX TpeGoBaHui, a
TAKKe JOTMONHHTENHHOH MH(OPMAIMH, MMEIOIeH OTHOUICHHE K NMPHHATHIO pemeHud. Hupopmauus
J0/KHA GBITH HAEKHOM, CBOEBPEMEHHOMH, JOCTYIIHOMH H NPaBHILHO OQOPMIICHHOH.

HemocTaTkd  CHCTEMEI — oOecredeHHs  HHOOPMAUMOHHOW  O€30mMacHOCTH,  BbIABJICHHLIC
COTpYIHHKaMH MHHHCTEPCTBA JIOKHBI HEME/UICHHO JIOBOJIHTBCH JO CBEACHHA PYKOBOXMTEIA
MHEHHCTEPCTBA H ONEPATHBHO YCTPAHATBCA. BOMpPOCHL, KOTOPBIC KaXYTCs HE3HAYHTENBHBIMH, KOTZa
OTAe/IbHEIE NMPOLECCHl PACCMATPHBAIOTCA HM30JMPOBAHHO, IIPH PACCMOTPEHHH HX Hapsly ¢ JpyrHMH
acmeKTaMH MOTYT yKa3aTh Ha OTPHIATETbHBIE TEHAEHIIHH, rPO3AIINEe NEPEPACTH B KPYIIHBIC HENOCTATKH,
ec/y OHH He OyZyT CBOEBPEMEHHO YCTPAaHEHBIL.

6. Meps! obecnieuenns HHPOPMAIHOHHO#H Ge30MaCHOCTH

Bce Mepl obecriedenns Gesomachocta MCI1/la MurncTepeTBa N0Apa3ASTAIOTCA Ha:
6.1. 3axoHonareibHbIE (TIPaBOBbIE) MEPHI 3AMIHTHI

K mpaBoBbIM MepaM 3alIHThl OTHOCATCA JCHCTBYIONIHE B CTPAHE 3AKOHBI, YKa3bl H HOPMATHBHBIC
aKThl, perlaMeHTHpylomme mnpaBmia obpamenus ¢ [1/[H, 3akperuismiomye mnpasa H 00s13aHHOCTH
Y4aCTHHKOB WH(POPMAITHOHHBIX OTHOIICHHH B NpOLECCe HX 06paloTKH M HCHOJNB30BaHHsA, a TaKKe
yCTAHAB/HBAIONAE OTBETCTBEHHOCTh 3a HApYIIEHHMs STHX npasuil. [IpaBoBble MEpbI 3alMTLI HOCAT B
OCHOBHOM YIPEKIAIOMIHH, NpOGHIAKTHICCKHH XapakTep H TPeOYIT MOCTOSHHOH pa3bACHHTEIBLHOH
paboTHI ¢ [IOJIB30BATENSAMHA H O0CITY)KHBAIOLIHM TIEPCOHAIOM HCTI/Iz MuHHCTEpCTBA.

6.2. MopanbHO-3THYECKHE MEPHI 3aIHTEI

K MOpalbHO-3THYECKHM MEpaM OTHOCATCS HOPMbI TOBEJCHHA, KOTOphIC TPAIHLHOHHO
CIIOKHAIACH WM CKIAMBIBAIOTCS 110 MEPE PACIPOCTPAHEHHA HHOPMAIIMOHHBIX TEXHOJIOTHH B 00mIecTBe.
JTH HOpMbI GONbIIEH 9YacThio He SBIAIOTCA O0A3ATENBHBIMH, KaK 3aKOHONATEIBHO YTBEPHICHHDLIC
HOPMATHBHBIE aKTHI, OJHAKO, HX HECOOMIOJeHHe MOXKET NPHBECTH K MAJCHHIO aBTOPHTETA, MpECTHXKaA
YeoBeKa, IPYNNsl JMI Wi MuHHCTepcTBa B UenoM. MOpanbHO-3THYECKHE HOPMBI OBIBAIOT Kak
HelHCAHble, TAaK W [MHCAHBIC, TO €cTh O(OPMIECHHEIC B HEKOTOPhIH CBOA (YCTaB) MpaBAI HIH
npeanucaHH. MopanbHO-3THYECKHE MEphI 3AIIHUTBL  ABIAIOTCA npoHIaKTHYECKHMHE H TpeOyIoT
IOCTOSHHOM PaGOTHI O CO3IAHHIO 310POBOr0 MOPATLHOIO KIIHMATa B KOJLICKTHBE.

6.3. TexHOIOrH4eCKHE MEpPhI 3alIHThI

K zaHHOMY BHy MEp 3aliAThl OTHOCATCS PA3HOrO poJa TEXHOJIOrHYECKHE PCIICHHA H MPHEMEL,
OCHOBAHHBIE HA HCIIOJB30BAHHH HEKOTODHIX BHIOB H30OBITOYHOCTH (CTPYKTYPHOH, (YHKUHOHAILHOM,
HHQOPMALMOHHOM, BPEMEHHOH M T.NM.) M HANpPABJCHHBIC HA YMEHBIICHHE BO3IMOXHOCTH COBEPIICHHA
COTPY/IHHKaMH OUIHGOK H HApYIIEHHH B paMKaxX MPEIOCTAaBICHHBIX HM IIpas H TIOJTHOMOYHH.

6.4. OpraEu3auHOHHBIE (aIMHHHCTPATHBHbIC) MEPBI 3AIHTE

OpraHu3alHOHHbIE (aIMHHHCTPATHBHbIC) MEpbl 3aIMTEl - 3TO MEpBI OpraHH3alHOHHOIO
XapakTepa, PerJaMEeHTHPYIOIHE IPOLECCH DYHKIIMOHMPOBAHHMS CHCTEMBI  00pabOTKH [11H,
HCTIONB30BAHAE €€ PEcypCoB, [ESTENBHOCTh OOCITY)KHBAIONEro MEPCOHANA, a TaKkKe MOpAJIOoK
B3aMMOJICHCTBAS MOJb30BaTelell ¢ CHCTEMOH TakuMm oOpasoM, 4TOObI B HauOONbIIEeH CTENEeHH
3aTPY[AHHTh HJIH HCKIIOYHTL BO3MOXXHOCTb pealH3allHy yrpo3 0e30MacHOCTH HJIH CHH3HTh pasMep
TMOTEPH B ClIyYae HX pealH3alliH.



6.5. @opmupOBaHHE MOJTUTHKH O€30MaCHOCTH

[naBHAs 1eNb AIMHHHCTPATHBHBIX Mep, IPEINPHHHMAEMBIX Ha BBICHIEM YIIPaBICHYCCKOM
ypoBHE - C(OPMHpPOBATH IOMHTHKY B 06nacTH obecredcHHs BesonacHoctd [IJIH (oTpakaromiyro
momxomsl k 3ammrte IIJIH) M obecneduTh ee BBINONHEHHE, BBUIENAS HEOOXOIHMEIC DECYPCHl H
KOHTPOJHPYS COCTOSIHHE JIENN.

C mnpakTHYecKo#l TOYKH 3pEHHs IOJHTHKY B 0071acTH ofecmedeHHs O0e30NMacHOCTH s B
VnpapieHHH [e1ecoobpasHo pa3GuTs Ha aBa ypoBHs. K BepXHEMY YPOBHIO OTHOCATCS pEIICHHA
PYKOBOJICTBA, 3aTparMBaIOLIHe JEATEIBHOCTb YTIpaieHus B enoM. [TouTHiKa BEPXHETO ypOBHA J0/DKHA
YeTKO O4YepTHTh C(epy BIHSHHS H OIPAHHYCHHS NpH ONpEJC/CHHH IeleH 6ezonacHoctd [1]1H,
ONpeleNHTh KaKHMH pecypcamH (MaTepHalbHbIC, CTPYKTYPHBIC, OpPraHH3alMOHHbIe) OHH OyayT
JIOCTHTHYTEI, H HAWTH pPa3yMHbIH KOMIIPDOMHCC MEKIy HPHEMJIEMBIM YPOBHEM 0e30macHOCTH H
bYHKIHOHATBLHOCTHIO.

TTOMTHKA HHXKHErO YPOBHS, ONpeAesseT POLeIyphl, H NPaBAa JOCTHKEHHA LEICH H PeIICHHAS
3anau GesomacHoctH I1J{H B feTanusupyeT (PerIaMeHTHPYET) 3TH IPaBHIIa:

- KAaKOBEl PONH M OOA3aHHOCTH JODKHOCTHBIX JIHL, OTBEYAIOIIHE 33 MPOBEACHHC TMOTHTHKH
6esonacrocTH [1/1H;

= KTO MMeeT npasa jgoctyna K [1JIH, KTO H pH KakKHX YCIOBHAX MOXET YHTATh H MOIH(UIHPOBATE
I8 ® .0

[ToJMTHKA HIDKHETO YPOBHS JI0JDKHA!

- IpelyCMATPHBATh pEr/IAMEHT WH(OPMAIMOHHBIX OTHONICHHH, HCKITOYAOMIMX BOIMOXKHOCTD
IIPOH3BONBHEIX, MOHOMOJIBHBIX HIIH HECAHKLMOHHPOBAHHBIX JCHCTBHH B OTHOIUICHHH HHGOPMAITHOHHBIX
PECYpCOB,

- Ompe/eNATh KOATHUMOHHBIC H HEPapXH4eCKHe NPHHLMITEI H METObl Pasie/CHH:A CEKPETOB H
pasrparnyeHus noctyna K [1/1x;

- BHIOHpaTh MNPOrPaMMHO-TEXHHYECKHE (AnmapaTHbie) —CpeCTBa nporusogedicteus  HCJ,
ayTeHTH(OHKALMHA, aBTOPH3AINH, HACHTHOHKALMH H IPYTHX 3AIHTHBIX MEXaHH3MOB, obecreyrBarOMIHX
rapaHTHH PeaH3alluK IPaB H OTBETCTBEHHOCTH CYOBEKTOB HHOPMAIHOHHEIX OTHOIIICHHH.

6.6. PermaMeHTanHs AOCTYIa B IOMEILCHAA

KOMIOHEeHThl HHQOPMAMOHHBIX CHCTeM MUHHCTEpPCTBA JO/KHBI Pa3sMEIIAThCH B MOMCIICHAAX,
HAXONAIMXCA MOJ OXpaHOH HIH HaOMOJEHHEM, HCKIIOYAKOMIAM BO3MOXHOCTD 6eCKOHTPOJIBHOTO
NPOHHKHOBEHHS B MOMEIICHHS IOCTOPOHHHX JIMIl H 00€CTIeHHBAIOIIMM dH3HYECKYIO COXPaHHOCTD
HAXOAIIXCS B TIOMELIEHHH 3alNIMIIACMBIX pecypcoB (mokymenToB, APM # T.I). YOopka Takux
NOMEIe i JIO/DKHA INPOM3BOJAHTECS B TNPHCYTCTBHH OTBETCTBEHHOTO COTPYAHHKA, 33 KOTOPBIM
3aKpeIIeHbl IAHHBIE KOMIIOHCHTBI, ¢ COOMIOEHHEM Mep, HCKIIOYAIOUIMX JOCTYI MOCTOPOHHHX JIHIL K
3alHIaeMbIM HHGOPMALIHOHHBIM PECYpCaM.

Bce MOCTOpPOHHHE JMIa MAOIYCKAalOTCd B MOMEMICHHA C KOMIOHCHTaMH uH(OpPMaIHOHHOM
CHCTEMBI TOJIBKO B PUCYTCTBHH COTPYIHHKOB MHHHCTEPCTBA.

[lo oxoHuaHWH paGodyero [HS, NOMENIEHHS, B KOTOPBIX pasMEMATCAd KOMIIOHCHTEI
HHQOPMAIIHOHHBIX CHCTEM MHUHHCTEPCTBA, MOJIKHBI 3aNMparhCs HAa KIIOY, M0  BOIMOKHOCTH
OIe4aThIBaThCA.

B ciydae OCHAmEHHs NOMEMIEHHH CPEACTBAMH OXDAHHOH CHTHWIH3alMH, a Takke
ABTOMATH3HPOBAHHOM CHCTEMO}i PHEMA H PETHCTPALHA CHIHATIOB OT 3THX CPE/ICTB, MPHEM-C/1ata TakHX
[IOMEIIEHHH 110/ OXPaHy OCYIIECTBIAETCS Ha OCHOBAHHH CIICIHAIBHO paspabaTbiBaeMOH HHCTPYKIHH.
6.7. PeraameHTauus JOMYCKa COTPYIHHKOB K HCIIOJIb30BaHHIO HHQOPMAITHOHHBIX PECypCOB

B paMkax pa3pemIMTe/bHON CHCTeMbl (MATpHIBI) AOCTYNIa yCTAHABIHBACTCA: KTO, KOMY, KaKylo
HH(OPMAIIHIO | Ui KAKOTO BHJIa JIOCTYIa MOKET MPE/I0CTaBATE K IPH KAKHX YCJIOBHSAX.

Jlomyck mons3osateneii K paboTe ¢ HHPOPMALHOHHBIMH CHCTEMAMH MunKcTEpCTBa H IOCTYI K
HX pecypcaMm JODKeH ObITh CTpPOrO periaMeHTHPOBaH. JTioOble M3MEHEHHs COCTaBa H MOJTHOMOYHH
10JIB30BAaTENIEH TTOACHCTEM JIOJDKHEBI TPOH3BOHTHCA YCTAHOBICHHBIM OPSIKOM.

VpoBeHb MONHOMOYHI KakKIOr0 IMOJB30BATENA ONPEACIACTCH HHIMBHIYAIBHO, cobmronas
cleayromue TpeOoBaHMs:
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- K&K COTPY/IHHK I10/1b3YETCs TOJIBKO INPENUCAHHBIMU €MY MPABAMH 110 OTHOMICHHIO K [1g, ¢
KOTOPBIMH €My HeoGXoamMa pafoTa B COOTBETCTBHH C JIOUKHOCTHBIMH 00s3aHHOCTAMH. Pacmmperue
mpaB 0CTYyIa M MpeAOCTaBJeHHEe JOCTYNa K IOMOJIHMTENbHBIM HH(OPMAIHOHHBIX pecypcaM, B
063aTeTbHOM MOPS/IKE, J0DKHO COTJIACOBBIBATECS C OTBETCTBEHHBIM 32 OpraHu3almio o6padotku [1/1x;
- PYKOBOZHMTENb MHHHCTEpPCTBAa MMeeT IpaBa Ha TPOCMOTP HHGOPMALHH CBOHX MOXYHHEHHBIX
TONBKO B YCTAHOBIIEHHBIX TPE/IENax B COOTBETCTBHH CO CBOHMH JI0/KHOCTHBIMH 00A3aHHOCTSIMH.

Bce cotpyanuks MuHHCTEpPCTBa H 00CTyKHBAIOLIHI NEPCOHAN, 0/DKHBI HECTH NICPCOHATBHYIO
OTBETCTBEHHOCTh 33 HApYIIEHHsS YCTAHOBJICHHOro mnopsaaka oOpabotks II/IH, mpaBH1 XpaHeHHS,
MCTIONB30BAHMS H IE€peladyd HAXOANMXCA B HMX DPACIOPSKEHHH 3alllHINAeMBIX PECYpCOB CHCTEMBL
Kaxasiil COTPYIHHK (IIpH IpHeMe Ha paGoTy) JOJDKeH MOANKCHIBATH 00A3aTEILCTBO O COOMIOICHHH H
OTBETCTBEHHOCTH 3a HapyIIEHHe YCTaHOBJIEHHBIX TpeGoBanmii no coxparernto [/l MunucTepCTBA.

Obpa6orka [1[Ja B xommnonentax WCIIlH MuHucTEpCTBa JOJDKHA MPOH3BOIAMTECA B
COOTBETCTBHH C YTBEPHK/ACHHBIMH TEXHOJIOTHYECKHMH HHCTPYKIHAMH.

6.8. PerjaveHTamus NpOIEccOB OOCTYKHBAHHS H OCYIISCTBICHHS MOJM(HKALMH anmapaTHbX H
IIPOrpaMMHBIX PECYPCOB

B uemsix NOMIEpKaHUs pPeXHMa HH(POPMAIMOHHON O€30MacHOCTH ammapaTHO-NPOrpaMMHas
KOH(HrypalHa aBTOMATH3HPOBAHHBIX PaGOYHX MECT COTPYAHHKOB MHHHCTEPCTBA, C KOTOPBIX BOIMOXEH
JOCTYIl K pecypcaM HH(QOPMAHOHHOH CHCTEMBI, ZIOJDKHA COOTBETCTBOBATH KPYTy BO3JIOXKEHHBIX Ha
JMaHHBIX MOJIB30BaTeNeH QYHKIHOHAILHBIX 00I3aHHOCTEH.

B KOMIIOHeHTaX HH(pODPMAIMOHHOH CHCTEMBI H HAa paGouMX MecTax MOJb30BAaTENeH IOJIKHBI
YCTaHABJIHBATHCA H HCIIONB30BAThCs JIALCH3HOHHBIC IPOTPAMMHBIC CPEICTBA.

6.9. ObecrniedeHHe H KOHTPOJb (H3MYECKOH IETOCTHOCTH (HEH3MEHHOCTH KOHOHUIypaIlHH)
anmapaTHBIX PeCypcoB

O6opynoBanre HHYOPMALMOHHBIX CHCTEM, HCIOJIb3YeMOE UL JOCTyNa H XpaHCHHS I, x
KOTOpPOMY JOCTYNl OOCTYXHBAIONIEro IEPCOHANAa B MPOLECCE SKCIUTyaTallHH HE Tpebyercs, mocie
HAIaJOYHBIX, PEMOHTHBIX M WHBIX pab0T, CBA3AHHBIX C JOCTYNIOM K €ro KOMIIOHCHTaM JO/DKHO
3aKpHIBATHCH.

6.10. ITonGop u MOArOTOBKA IEPCOHANa, 00y4EHHE N0NIb30BaTeNICH

MomszoBarenn UCTIlz MunucTepcTsa, a TakKe PYKOBOAAIMHA H OOCTYXHBAIOIHH MEpCOHAN
JOKHEI OBITH O3HAKOMIEHBI CO CBOHM YPOBHEM TIOHOMOYHH, a TaKKe OpraHH3allHOHHO-
pacIOpsAMTENbHOMN, HOPMATHBHOM, TEXHHYECKOH H 3KCIUTyaTAlHOHHOM JOKYMEHTAIHEH, Onpeenomen
TpeGoBanus 1 nopsaok 0opaboTku [1]1H B YripaB/ieHAH.

O6ecneuenne GesonacHocTd I1J[H BO3MOXKHO TOJBKO IIOCTe BBIPabOTKH Y MOJIb30BaTECH
OTIpe/IeNIEHHON Ky/IbTYpBl paGoThl, T.e. HOPM, 00S3aTe/IbHBIX VIS HCIONHEHHS BCCMH, KTO pabotaer ¢
AH(OPMANMOHHBIMH pecypcavd MunncTepersa. K TakuM HOpMaMm MOXKHO OTHECTH 3aNPEIICHHE moObIX
YMBIIUIEHHBIX WIH HEYMBIILICHHBIX J€HCTBHI, KOTOPhIC HAPYIAOT HOPMATBHYIO paboTy KOMIOHEHTOB
WUCII[lHE MHHHCTEPCTBA, BBI3BIBAIOT JIOMOJHHTE/IBHBIC 3aTPaThl PECYpPCOB, HApyIIAOT LENOCTHOCTE
xpaHuMoii H oOpabaTeiBaemoii HHQOpMAUWMH, HAPYIIAKT HHTEPECH! 3aKOHHBIX TI0/Ib30BATENEH,
BJIaJIEIbIEB WIIA COOCTBEHHHKOB.

Bee nons3osarens UCIIJIH MunucTepcTBa JO/DKHEI ObITH 03HAKOMIICHBI € OPraHH3aLHOHHO -
PaCTOPATHTETLHBIME JI0KYMEHTaMH 10 00ecreyeH o 6e30MacHOCTH I1Jln MuHHCTEPCTBA, B YacTH, HX
KacaIOMeHics, JIOMIKHBI 3HATh H HEYKOCHHTENbHO BBINONHATh HHCTPYKIHH H 3HaTh OOIIHE 0053aHHOCTH
mo obecrneueHHIo OesomacHoctH I1)In. JloBeneHHWe TpeOOBAHHH YKa3aHHBIX JOKYMCHTOB N0 JIHIIL,
JOIYIEHHBIX K 06paboTke 3ammmaembix [1/{H, TO/KHO OCYIIECTBIATECS MO POCITHCD.

6.11. OTBeTCTBEHHOCTh 3a HapyllIEHHs YCTaHOBJICHHOrO TMOpAIKa IOJb30BAHHA peCypCaMH
HH(QOPMaIHOHHOM CHCTEMBI

Mepa OTBETCTBEHHOCTH [EPCOHANA 3a JCHCTBHS, COBCPUICHHBIE B HApYIICHHE YCTAHOBJICHHBIX
npasuy obecnedenus GesomacHoit pabotsl ¢ IIJIH, DOMKHA ONPEAC/ATECH HAHCCCHHBIM yiepooM,
HATHIHEM 3/710C0 YMBIC/IA H APYTHMH (aKTOPaMH IO YCMOTPEHHIO PYKOBOICTBA MHHHCTEPCTBA.

JUns peanu3aliy NPHHIMIA NEPCOHATBHOH OTBETCTBCHHOCTH N0JIb30BaTeNIei 32 CBOH JIEHCTBHSA
HEO0OXOMMBI:
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— HHIMBHAyaIbHAs HIACHTH(QHKAIKS I[OIb30BaTeNeH H HHHIMHPOBAHHBIX HMH MPOLECCOB, T.C.
yCTaHOBIEHHE 3a HEUMH HaeHTHOHKaTopa (login, Username), Ha Gase koTOporo OyAeT OCYymIeCTBIATCS
pasrpaHMYEHHE J0CTYIIa B COOTBETCTBHH C MPHHIMIIOM 000CHOBAHHOCTH JOCTYTIA;

- NpoBepKa MOUTMHHOCTH MoJIb30BaTeneil (ayTeHTHQHKallUA) Ha OCHOBE MapoJei;

- PeaKIHs Ha MONBITKH HECAHKIIHOHHPOBAHHOTO JIOCTYNa (CHTHAMH3aI|s, O7IOKHPOBKA H T.1.).

6.12. Cpenctpa oGecnieyenus 6ezonacHoctn [1/1n

Jlns obecrnieuenus HHGoOpMaHOHHON Oe3onmacHocTH MHHHCTEPCTBA HCMOJIB3YIOTCS CIEAYIONIHC
CpeACTBa 3alIUTHL:

®H3AYECKHE CPEACTBA 3aHTEI

duzpyeckHe Mepbl 3alUTEl OCHOBaHBI HAa NPHMEHEHHH pasHONO0 poAa MEXaHHYeCKHX,
NEKTPOHHBIX  WIH  OJIEKTPOHHO-MEXAHWYECKHX  YCTPOHCTB M COOPYXKEHHH,  CICHHAIBHO
MpeIHa3sHAYEHHBIX Ul CO3JaHHA (QH3HYECKHX MPENATCTBHH Ha BO3MOMKHBIX MYTAX NPOHHKHOBEHHS H
JIOCTYNa TOTEHIHAIbHBIX HapyIIATeNeH K KOMIIOHEHTaM cHcTeMmbl M 3ammmaembM [1J[H, a Takoke
TEXHHYECKHX CPEJCTB BH3YAIBHOIO HaOIIOIEHH S, CBS3H.

Jlns obecneuenus dusmgeckoit 6esonacHoctd koMnonenToB UCII/{a HeoOX0aHMO OCYyIECTBIIATh
pAJl OPraHM3AallHOHHBIX H TEXHHYECKHX MEPONPHATHH, BK/IIOYAIONMX: MPOBEPKY 00OpyaOBaHHS,
peAHa3Ha4YeHHOro JuiA o0pabotku [1]1H, Ha:

- HAIHYHE CIIEHATBHO BHEIPEHHBIX 3aK/IaHBIX YCTPOHCTB;

- BBEJIEHHE JIONOJIHHTE/IbHBIX OTPaHHYEHHH 110 JOCTYNy B IOMEUICHHS, MpeIHa3sHa4eHHbIE I71d
xpaHenus u o6pabotku [1]1H;

- 060py/IOBaHHE CHCTEM HH(OPMATH3ALMH YCTPOHCTBAMH 3AIMMTEI OT COOSB SNMEKTPONHTAHHA H
IIOMeX B JIMHHAX CBA3H.

TexHuuyecKHe CpeICTBA 3aAIHTEI

Texnuueckne (anmapaTHO-TPOrPaMMHBIE) MEphl 3alllAThl OCHOBaHBI HAa HCIOJIB30BAHHH
Pa3THYHBIX JIEKTPOHHBIX YCTPONCTB H CIEUHATBHBIX IPOrPaMM M BBIIOJHSIOMEX (CAMOCTOATEIBHO HIH
B KOMIUIGKCE C JPYTHMMH CpeiCTBamH) OYHKUMH 3al(uThl (HICHTHQHKAUMIO H ayTEeHTH(HKALHIO
10/Ib30BaTeNel, pasTpaHHYEHHe J0CTYNA K PEecypcaM, PEerHCTPAlHio COOBITHH, KpHITOrpagudueckoe
3aKphITHE HHQOpPMALHH H T.1.).

C yuerom Bcex TpeGoBanmii M npuHUMIOB obecnedenns OesomacHoctH [IJlH mo BceM
HaNpaBJIEHHSM 3AIIATEI B COCTAB CHCTEMBI 3allIHThI 10/DKHEI ObITh BKJTIOUEHBI CIIEIYIONIHE CPECTBA:

- CpeNcTBa pa3rpaHHYEHHs I0CTYIA K JaHHBIM;

- Cpe/ICTBA PETMCTPALMH JOCTYNa K KOMIIOHEHTaM HH()OPMALMOHHOH CHCTEMBI H KOHTPOIA 3a
HCII0JIb30BaHAEM HH(OPMAIIHH;

- Cpe[CTBa peardpoOBaHHs Ha HapyLICHHs PEKHMa HHYOPMALHOHHOH Ge301acHOCTH.

Ha TexHuyecKkHe Cpe/ICTBa 3alIATHI BO3/1araeTcs PEICHHE CIIEAYIOMIHX OCHOBHBIX 3a1a4:

- HICHTHQHUKAIHA M ayTeHTH(HKAIMA MOJb30BAaTeleH MPH IOMOIIH HMEH HIH CHEUHATbHBIX
annapartHeIX cpeacts (Advantor, Touch Memory, Smart Card u 1.11.);

- peraMeHTanHs H YYpexKJIEHHe JOCTYOM IIONb30BATENECH B NOMELICHHS, K (QH3HYECKHM H
JIOrHYECKHM YCTPOHCTBaM;

- 3aIHTA OT NPOHHKHOBEHHS KOMITBIOTEPHBIX BHPYCOB H Ppa3pyLIHTENBHOTO BO3JCHCTBHA
BPEJOHOCHBIX IIPOrpaMM;

- perHCTpalHsi BCeX AEiCTBHII MOJB30BaTeNd B 3alMIICHHOM JXypHalle, HAIHYHE HECKOJIbKHX
YPOBHEH PETHCTPALIKH;

- 3aNIATa JAHHBIX CHCTEMBI 3allMTHI Ha (ailyIoBOM cepBepe OT NOCTyNa MOJb30BATENEH, B YbH
JIO/DKHOCTHBIE 00f3aHHOCTH He BXOAHUT padoTa ¢ HHPOpMAallMH, HAXOAALIEHCS Ha HEM.

CpencTBa HACHTH(QHKALMH H ayTeHTHQHKALHMH T1071b30BaTelICH

B mensx mpegorspameHus paGotsl ¢ pecypcamu HMCIIJIH MuHHCTEpCTBa MOCTOPOHHHX JIHIL
Heo6X0HMO 06eCTIeYHTh BO3MOKHOCTD PACIIO3HABAHHS KAKIOTO JIEra/IbHOTO NOJIb30BaTeNs (MM rpym
nonb3oBareneii). JliA HACHTH(HKALMH MOTYT IPHMEHATBCA Pas/IHYHOTO pPOJa YCTPOHCTBA: MarHHTHbIE
KapTOYKH, KJIFOYH, KJIFOYEBBIE BCTABKH, JHCKETHI U T.I1.
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AyreHTHQHKAUMA  (TOATBEpKICHHE  MOIMHHOCTH)  [OJIb30BaTeNel  TaKkKe  MOXET
OCYIIECTBIIATHCH:

- IyTeM IPOBEPKH HATHYHS y MOJIb30BaTe/eH KaKHX-THOO CHIENMATbHBIX YCTPOHCTB (MAarHHTHBIX
KapTo4eK, Kioyei, KIIOUeBbIX BCTABOK H T.1.);

= IIyTeM [IPOBEPKH 3HAHHS HMH NapoJIei;

- IYTeM MPOBEPKH YHHKATbHBIX (H3HYECKHX XapaKTePHCTHK M NapaMeTpoB CaMHX MOJIB30BaTe/IeH
[IpH TIOMOIIH CIIENHATBHBIX OHOMETPHYECKHX YCTPOHCTB.

Cpencrsa pasrpaHHYeHHs JOCTyna

30HBI OTBETCTBEHHOCTH H 3a[a4H KOHKPETHBIX TEXHHYECKHX CPEJCTB 3allMThl yCTAHABIHBAIOTCS
HCXOAd H3 HX BO3MOJMKHOCTEM M 3KCIUIYATAllHOHHBIX XapaKTEPHCTHK, ONMMCAHHBIX B NOKyMEHTAaIlHH Ha
JaHHbIE CPEJICTRA.

TeXHHYECKHE CPEJCTBA pasrpaHHYeHHS JOCTYNa JODKHBI IO BO3MOJKHOCTH OBITH COCTaBHOH
9aCThIO €IHHOH CHCTEMBI KOHTPO/IS JOCTYTIa:

- Ha KOHTPOJIUPYEMYIO TEPPHTOPHIO;

- B OT/IeJIbHBIE TIOMEILCHHS;

- K KOMIIOHEHTaM HH(pOPMAIHOHHON cpebl MUHHCTEPCTBA H 31eMEeHTaM CHCTeMbl 3ammTel [1/1H
(hu3HYecKHit J1OCTYI);

= K HHQOPMAIIHOHHBIM pecypcaM (JOKYMEHTaM, HOCHTEIAM HHQopMmaumu, ¢aiinam, Habopam
JTAHHBIX, apXHBaM, CIIpaBKaM H T.IL.);

- K aKTHBHBIM pecypcaM (IPHKIAIHBIM IPOTPaMMaM, 3a/1a4aM H T.IL.);

- K ONEpaIlHOHHOM CHCTEMe, CHCTEMHBIM IPOrpaMMaM H MporpaMMam 3allHThL.

CpencrBa obecrieueHns: H KOHTPOJ1 1EJIOCTHOCTH

CpenctBa ofecredyeHus LEJTOCTHOCTH BKJIOYAIOT B CBOH COCTaB CPEACTBA PE3EPBHOIO
KONMHPOBaHHS, IPOrpaMMbl AHTHBHPYCHOH 3alllUTBI, [POTPaMMBl BOCCTAHOBICHHSA LEIOCTHOCTH
OnepaHoOHHOM cpeasl H 6a3 JaHHbIX.

CpencTBa KOHTPOJIA LEJOCTHOCTH HHPOPMALMOHHBIX PECYPCOB CHCTEM MPEIHA3HAYCHDBI JULA
CBOEBPEMEHHOTO OOHApYXeHH: MOJAM(HKALMH HIH HCKaXEHHS PECYPCOB CHCTeMbl. OHH MNO3BOILIIOT
00eCIeYnTh MPABHIBHOCTS (YHKIMOHMPOBAHHS CHCTEMBI 3AlMTHl M LEIOCTHOCTh XDaHUMOH H
obOpabarsiBaeMoil HHGOpMAaLHH.

KOHTpOIb ENOCTHOCTH HHGOPMALMH H CPEICTB 3allMTHL, ¢ LEIbI0 O0ECIeYeHHA HEH3MEHHOCTH
HH(OPMALMOHHOH Cpelibl, ONpele/ieMOH MpeIyCMOTPEHHOH TexHoJorue#t o0paboTKH, H 3alIMTHL OT
HeCaHKIIHOHHPOBaHHOH Moaudukammn [1/]H 1o/ken obecnieanBaThCA:

- Cpe/CTBAMHE pa3rpaHHYeHHs J0CTYNA (B IOMEIICHHS, K IOKYMEHTaM, K HOCHTE/SM HH(OpMaIlHy,
K CEpBEpaM, JIOTHYECKHM YCTPOHCTBaM H T.IL.);

- CpeACTBAMH 3IEKTPOHHOM MOIMHCH;

- Cpe/ICTBAMH MOJICYeTa KOHTPOJIBHBIX CYMM (fU1s HCTIOJIB3YEMOro INpOrpaMMHOro obecneueHns).

Cpe/icTBa OIIEpPaTHBHOIO KOHTPOJIA H PETHCTPAIK COOBITHI 6€30MacHOCTH

CpencTBa 0GBEKTHBHOIO KOHTPOJIS JODKHBI OOecnednBaTh 0OHAPYKEHHE W PETHCTPALHIO BCEX
cobbrrhit (meifcTBuit mons3osarened, nombitok HCJ[ u T.1.), KOTOpBIE MOryT I[OBJEYE 33 coboii
HapymeHHe 0e30MacHOCTH M IPHBECTH K BO3HHKHOBEHHIO KPH3HCHBIX caTyanui. AHaIH3 coOpaHHON
Cpe/ICTBAMH PETHCTpalH¥ HHQOPMAUMH TO3BOJSET BBIABHTH (JAaKThl COBEPLICHHS HapyLIeHHH, HX
XapaKTep, MOJCKAa3aTb METOJ €ro PaccIeJOBaHHs M CIOCOObI NMOHCKAa HAPYIIMTENSs H HCIPaBICHUA
caryanuy. CpeAcTBa KOHTPOJIS H PETHCTPALHH JODKHBI MPEIOCTAB/IATE BO3MOXKHOCTH:

- BeJIeHMs H aHATH3a KyPHAJIOB PErHcTpalin coObITHIT 6e30NacHOCTH (CHCTEMHBIX XYPHAJIOB);
- MOJTydeHHs TBEP/Oi KOHH (IIe4aTH) )XypHalla peruCTpalnu coObITHH 6€30I1acHOCTH;

- YIOpSAI0YEHHS XYPHAIIOB, a TAK)KE YCTAHOBJICHHS OrPAHIYCHHH HA CPOK HX XPaHCHH,

- OIIEPAaTHBHOTO OMOBEIICHAS OTBETCTBEHHOTO 32 OPraHA3alliio 00paboTKH [T11 0 HapymIeHHSX.

[IpH perucTpamuu COOBITHII Ge30IaCHOCTH B JKypHane OJUKHA (HKCHPOBATBCA ClEAyrOLas
HHbOpMaLHs:

- J1aTa ¥ BpeMs COOBITHA;
- HaeHTHHKATOP CyOBEKTa, OCYIIECTRIAIONIEr0 PErHCTPHPYEMOe ICHCTBHE;
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- neiicTere (THII JOCTYNA).
6.13. Kontpons 3pGEeKTHBHOCTH CHCTEMbI 3AILHTHI

Koutpois sddextuBHocTH 3amthl [1][H ocymiecTseTcs ¢ UEIbIO CBOEBPEMEHHOI'O BBIABIICHHSA
u npenoTpamenns yreuku I1J{H 3a cueT HECAHKUMOHHPOBAHHOTO J0CTYyTIa, a TaKKe MpeAyNnpexKICHAs
BO3MOKHBIX CIIEHAJIbHBIX BO3JEHCTBHH, HANPABICHHBIX HA YHHYTOXCHHC , pa3pyLIeHHE CPEACTB
uHdopmaTrsanuy. KOHTPOIE MOXKET MPOBOAMTHCS NPHB/ICKACMBIMH JUIA 9TOH [eH OpraHH3alHsAMH,
HMEIOIIMMH JTHIEH3HIO Ha 3TOT BHI AEATEIbHOCTH.

Ouenka >bdexTaBHOocTA Mep 3amuTsl [1JIH TpOBOAMTCSA C HCHOJIB3OBAHHEM TeXHHYECKHX H
NPOrpaMMHBIX CPEJICTB KOHTPOJIA Ha PE/IMET COOTBETCTBHSA YCTAHOBJICHHBIM TPeOOBaHHSM.



